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What is your Cyber Security Culture?
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Evolving
Cyber Security

Threat Landscape



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

https://www.csa.gov.sg/News/Publications/singapore-cyber-landscape-2020

43% of all crime 

are Cybercrime

72% Growth

154% growth in 

Ransomware 

Attacks

Phishing 

continues to be a 

massive problem

Spoofing needs 

to be addressed 

to protect your 

customers
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91%
of cyber attacks start with Phishing - Gartner
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80%
Of Data Breaches in 2019 caused by Password Compromise –

Verizon DBIR
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30%
Of companies hit by Ransomware in 2021 in Malaysia – The State of 

Ransomware 2021
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59%
expect to be hit by Ransomware in 2021 in Malaysia – The State of 

Ransomware 2021
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$2.29m
of fines for PDPA breaches in 2019 - Oct 2021
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No data were lost

but companies 

were fined by 

PDPC for 

negligence and/or 

poor cybersecurity
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Ransomware 

attacks includes 

stealing 3TB of 

data

Cannot 

achieve Data 

Protection 

without good 

Cybersecurity
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Data/Files on Cloud 

Storage Breached

How to secure 

your sensitive 

data in the 

Cloud?
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Protecting Your Data



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

Policies Working Together to Secure Personal Data

Privacy
Data

Security

Records Management

Notice

Choice

Access

Usage

Confidentiality

Integrity

Business

Continuity

Consent

Access

Retention

Personal

Data

Availability

Data Protection 

Policy

Information 

Security Policy

Retention Policy
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Meeting PDPC Data Protection Programme Requirements
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Meeting PDPC Data Protection Programme Requirements

How are you going to identify all your 

Data Assets and Flows to develop 

your Inventory Map?

How do you ensure data is flowing to 

authorised users?

How do you determine your Data Privacy 

Risk Exposure?

How are you going to continuously 

monitor and report your Risk Posture in 

your ERM Framework?
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Data Protection Solution Suite

Protecting 
Endpoints

Anti-Malware

Endpoint Detection and 
Response

Host Intrusion Prevention 
System

Ransomware Mitigation

Patch Management

Email Security

Protecting 
Unstructured 

Data
Discover Regulated and 
Sensitive Data across all 

workstations

PDPA, GDPR, HIPAA, PCI, 
PII

Quantify Risk Exposure

Mitigate Risk with Encryption 
of Sensitive Files

Map and Track Data Assets 
and Flows

Protecting 
Structured 

Data

Protect Applications and 
Databases

Role Based Access Controls

Multi-Factor Authentication

Data Masking, Tokenisation, 
Encryption, Reveal Controls

Monitor Access and Data 
Flow

Data Privacy 
Risk 

Assessment

Data Discovery and Risk 
Analysis

Document Data Assets and 
Flow

Risk Mitigation Strategy

Executive Report



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

Data Protection Solution Suite

Protecting 
Endpoints

Anti-Malware

Endpoint Detection and 
Response

Host Intrusion Prevention 
System

Ransomware Mitigation

Patch Management

Email Security

Protecting 
Unstructured 

Data
Discover Regulated and 
Sensitive Data across all 

workstations

PDPA, GDPR, HIPAA, PCI, 
PII

Quantify Risk Exposure

Mitigate Risk with Encryption 
of Sensitive Files

Map and Track Data Assets 
and Flows

Protecting 
Structured 

Data

Protect Applications and 
Databases

Role Based Privilege Access 
Controls / Session Recording

Multi-Factor Authentication

Data Masking, Tokenisation, 
Encryption

Track Access and Data Flow

Data Privacy 
Risk 

Assessment

Data Discovery and Risk 
Analysis

Document Data Assets and 
Flow

Risk Mitigation Strategy

Executive Report



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

Improving Your Security Posture
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Improving Your Security Posture

CISOaaS

Cyber Resiliency

Governance & Policy

Security Architecture

Review & Remediate

Business Continuity

Advisory Support

Testing

Red Teaming

Vulnerability 
Assessments

Penetration Testing

Code Review

Performance Testing

Risk & 
Compliance

IT & Privacy Audit

Risk & Compliance 
Certifications

Threat Modelling

Security Risk 
Monitoring

Security 
Skills

Board/CXO 
Readiness

Cyber Awareness

Data Protection

Deep Cyber Skills

Cyber War Games
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Managing Your Security Environment

Managed 
XEDR

Bitdefender Ultra

Threat Detection

Respond & Remediation

Threat Analytics

Malware Analysis

Network Analytics

Monitoring 
Services

Heterogenous Log 
Monitoring

Threat Detection

Threat Hunting

Web Defacement 
Monitoring

Incident 
Response

Forensic Investigation

Evidence Gathering

Remediation

Reporting

Tech 
Support

Standard Support

Premium Support

24/7 Help Desk
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Introducing
Protecting Your Endpoints
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Bitdefender Ultra with XEDR

Cross Endpoint Event Correlation

Attack Forensics with MITRE Tagging
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Introducing
Protecting Unstructured Data
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Data Risk Assessment & Monitoring Dashboard
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Data Risk Assessment & Monitoring Dashboard

Identify all sensitive data 

and Risk Exposure

Monitor and Generate 

Reports to Enterprise 

Risk Management 

Framework
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Data Protection

Identify all sensitive data 

and Risk Exposure

Encrypt sensitive data 

and reduce Risk 

Exposure



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

Compliance Profile
Regulated & Sensitive PII Data based on 

PDPA, GDPR, HIPAA, PCI, CMMC and 

other International Standards
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Identify Data Assets / Files Classification

Search by Classification to 

Identify Sensitive Files



Proprietary & Confidential Copyright 2020 - 2022 ©  BitCyber All Rights Reserved

Data Encryption

Encrypt regulated/sensitive data to reduce 

risk with a click
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Data Encryption
Encrypt regulated/sensitive data to reduce 

risk with a click
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Device Level Risk View

Identify who holds the largest risk Identify who sent which files and when
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Audit Log and Flow of All Regulated Data

Identify inbound and outbound data 

by web applications
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Risk by Classification and Value
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Introducing
Protecting Structured Data
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Data Privacy & Access Controls

Application Proxy Database Proxy Public Access Controls

Policy & 
Workflow Driven

Role Based 
Access Controls

2nd Factor 
Authentication

Single Sign On
SSH, RDP, 

HTTP/S, SOAP, 
REST

Data Masking, 
Encryption & 

Reveal Controls

Monitor and 
Audit Trails
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How can we help you?

Data Privacy 
Risk Analysis

What is your Risk 
Exposure?

3 x Summary Reports 
of Risks, Data Assets 

& Flows

5-10 days monitoring 
& 1 day review

Identify Sensitive 

Data and Risk 

Exposure

Encrypt Sensitive 

Data to Reduce 

Risk Exposure

Continually 

Monitor & Report 

Risk Exposure

Built In Regulatory Templates:

PDPA, GDPR, HIPAA, PCI

And many more International 

standards to identify regulated 

and sensitive data assets
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How can we help you?

Data Privacy 
Risk Analysis

What is your Risk 
Exposure?

3 x Summary Reports 
of Risks, Data Assets 

& Flows

5-10 days monitoring 
& 1 day review

Identify Sensitive 

Data and Risk 

Exposure

Encrypt Sensitive 

Data to Reduce 

Risk Exposure

Continually 

Monitor & Report 

Risk Exposure

Built In Regulatory Templates:

PDPA, GDPR, HIPAA, PCI

And many more International 

standards to identify regulated 

and sensitive data assets

Complimentary 

Analysis for 

ASPRI members

bitcyber.com.sg/dataprotection
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Scope and Deliverables of Data Risk Analysis

Identify 
Requirements & 
Profile of Clients

Data Type: PII, ePHI, 
CUI, etc

Regions: USA, EU, 
Asia, Singapore

Sector: FSI, 
Healthcare, Gov, 

Contractors

Regulatory 
Frameworks: CMMC, 

GLBA, HIPAA, 
FINRA, PDPA

Purpose is to have 
Full Visibility into 

Data Privacy Risks

Determine sensitive 
data problem within 

organisation

Determine sensitive 
data assets, 

applications and 
device risks

Free Analysis on up 
to 5 machines (TBD)

Free Consulting 
session to gather and 

define compliance 
profile

Generate Application 
Risk Events

Select sensitive data 
classifications and 

applications to 
monitor

Monitor for over a 
week to establish risk 

baseline

Generate 3 Executive 
Summary Reports 
over the week and 
Review with Clients

Deploy Actifile to 
support Data 

Protection 
Programme
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Thank you.
sales@bitcyber.com.sg

www.bitcyber.com.sg/dataprotection

http://www.bitcyber.com.sg/dataprotection

