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. . Jum, BitCyber
What is your Cyber Securit NP scuing v e

CFO got phished.

. Budget got cut.in
How:s the new CISO job? half after COVID.
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What is your Cyber Security Culture? NI scing vour s
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But, we passed the
security audit!

Marketing launched new
website without informing
me and got hacked
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Evolving
Cyber Security
Threat Landscape
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43% of all crime
are Cybercrime
72% Growth

It

Overview of

Cyber
Threats
in 2020

WEBSITE .
DEFACEMENTS ecee®

495

‘59" websites were defaced, a sharp decrease
of 43% from 873 cases in 2019

CYBERCRIME
IN SINGAPORE

16,117

Cybercrime cases accounted {g

43%

of overall crime in 2020

154% growth In
Ransomware
== Attacks

Phishing
C&C SERVERS AND continues to be a

RO LAt
unique and locally hosted .
C&C servers were

Pmm ’ discovered, a spike from

phishing URLs'with a Singapore- 530 recorded in 2019
‘l r link were detected. A slight
,ooo decrease of 1% as compared to 2019 ggg:g?!:” SECORED 6 600
About ’
$ TECHNOLOGY botnet drones were observed daily on average
in 2020, also a significant increase from 2019's p O O I n g n e e S
.

daily average of 2,300

RANSOMWARE s.5.a- =5

ransomware cases were reported to CSA, with

89 cases hailing from the manufacturing, retail and
healthcare sectors. This was a significant rise of
154% in cases over the whole of 2019

o000 ORROOIOEBIOIROIBTRROS

COMMONLY SPOOFED
GOVERNMENT ORGANISATIONS
IN SINGAPORE:

MINISTRY OF EDUCATION (MOE)

BANKING AND
NUMBER OF CASES : I$I Financiac services iz
A = to be addressed
2020: 9,080 SINGAPORE POLICE FORCE (SPF) EB ::"r:::;nnmc SR —

2019: 8,491

1. URLs — Uniform Rescurce Ls

T e, %2 ;il“ to protect your
customers

https://www.csa.gov.sg/News/Publications/singapore-cyber-landscape-2020
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Securing Your Business

91%

of cyber attacks start with Phishing - Gartner
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Of Data Breaches in 2019 caused by Password Compromise -
Verizon DBIR
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Of companies hit by Ransomware in 2021 in Malaysia — The State of
Ransomware 2021
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Securing Your Business

expect to be hit by Ransomware in 2021 in Malaysia — The State of
Ransomware 2021
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Securing Your Business

S2.29m

of fines for PDPA breaches in 2019 - Oct 2021
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Srr SINGAPORE  POLITICS ASIA  WORLD VIDEOS  LUFESTYLE FOOD |

SINGAPORE »  Courts & Crime Education Housing Transport Health |

5 firms fined over data breaches

() PUBLISHED AUG 8, 2019, 5:00 AM SGT

Hariz Baharudin ]

Five companies have been fined $117,000 in the last three weeks for failing to secure the

personal data of their customers and staff.

The biggest fine ras given to Horizon Fast Ferry, which offers ferry services

between Singapore and Batam.

The Personal Data Protection Commission (PDPC) found that the company h{d failed to
appoint a data protection officer,fdevelop and implement data protection polici€s an

practices, or put in placel"reas::-nable security arrangements' to protect customers' personall
data.

Proprietary & Confidential

Jum, BitCyber
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\.,‘_'../ Securing Your Business
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\.,‘_'../ Securing Your Business

SINGAPORE »  Courts & Crime Education Housing Transport Health |

5 firms fined over data breaches

Sushi restaurant chain Genki Sushi was also fineq $16,000 for failing to secure the data of

about 360 current and former staff,

() PUBLISHED AUG 8, 2019, 5:00 AM SGT

000 -

Hariz Baharudin systems open to p ransomware attack jn September last year. The server was an off-the-shelf

PDPC deputy conumissioner Yeong Zee Kin said a compromised server had left the chain's

payroll application Tor stall to view electronic payslips and supervisors to confirm staff

Five companies have been fined $117.Q attendance.
personal data of their customers and

The attacker had encrypted the data 2avinentin e

decryption, PDPC said, but there waqno evidence of encrypted files having been stolenjor

The biggest fine 'as givel

between Singapore and Batam.

disclosed without authorisation.

The Personal Data Protection Commi

I appoint a data pl’c’tecm’“‘ﬂ.ﬁm A probe found that fhe server initially had no firewall. Even when one was installed after an
practices, or put in placel"reasc:-nable
data.

IT migration, it wasjnot configured to filter out external threats.
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SINGAPORE »  Courts & Crime Education Housing Transport Health

5 firms fined oyer data breaches No data were lost

Sushi restaurant chain Genki Sug -
about 360 current and former sty b Ut com pan IES
000 were fined by
PDPC deputy commissioner Yeor P D P C fOr in's
Hariz Baharudin @ systelmns open to p ransomware 2 -
payroll application Tor stalT to VIEWQ ne g I | g ence an d/ or
Five companies have been fined $117.q attendance. N\ p O O r' Cyb e r S e C u rlty

personal data of their customers and

The attacker had encrypted the data oe for
The biggest fine ¢f $54,000 Was give _ _ VP
between Singapore and Batarm. decryption, PDPC said, but there wagno evidence orS een stolenjor
appoint a data protection officeckdevd A prghe found that fhe server initially had no firewall. Even whejn one was installed after an
practices, or put in placel"reas::-nable

data.

() PUBLISHED AUG 8, 2019, 5:00 AM SGT

V25 having b

disclosed without authorisation.

The Personal Data Protection Commii

IT migration, it wasjnot configured to filter out external threats.
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= TheStar

(-3 Subscriptions

Axa T ops in MaIaysia,)TI.K._'I'JJ.a.i.l.a.n.d_Tnd

Philippines impacted by ransomware|cyber

attack

Jum, BitCyber

\.‘_’./ Securing Your Business

Cannot

000000

INSURANCE

Monday, 17 May 20217:01 A

PARIS: French insurer £&xa
attack, adding that it Was ir

The group said the gyber aff

Ransomware
attacks includes
stealing 3TB of

data

achieve Data
Protection

without good

Cybersecurity

Thailand, Malaysig Hong Kong and the Philippines.

"As a result, certflin data processed by Inter Partners Asia (IPA) in Thailand has been accessed," the
Paris-based cogipany said, adding it would notify corporate clients and individuals if it found they had

been affected

The Financigf Times earlier reported the attack, adding that it came after cyber criminals using
ransomwar# called Avaddon said on Saturday that they had hacked the group's Asia operations and
stolen three terabytes of data,jn a dark web post seen by the newspaper.

Proprietary & Confidential
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Singapore

Personal information of nearly 80,000

MyRepublic customers accessed after data

Jum, BitCyber

\.,‘_'../ Securing Your Business

storage breach

The d b h k pl hird- d latf -
Ctomars e o nr e e e e - Data/Files on Cloud
Storage Breached

"contained", says MyRepublic.

SINGAPORE: MyRepublic Singapore said on Friday (Sep 10) t
"unauthorised data access incident" affecting 79,388 custom

The incident took place on Aug 29 and affected MyRepublic mobile subg ers based in
Singapore, said the local telcom. /

"The unauthorised data access took place on [ third-party dq’ra fige platform lised

to store the personal data of MyRepublic's mobile cusiomers At sgid in a statement.

lhe platform contained identity verification documentsjfelated fo customer applications,
the firm said.

or affected customers who are
ders of employment passes and dependant's

This includedIscanned copies of both sides of the NRIC
Singaporeans, permanent resi
passes.

For other affected foreigners, the data included documents showing proof of residential
address, such as scanned copies of a utility bill.

Proprietary & Confidential

How to secure
your sensitive
data in the
Cloud?
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Protecting Your Data
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_ . Jum, BitCyber
Policies Working Together to Secure Personal Data W s s

Data
Security

Information
Security Policy

Data Protection Privacy
Policy

Integrity

Notice
Choice

Availability

Personal
Data

Consent
Access
Retention

Business
Continuity

Retention Policy Records Management

Fronrietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



Meeting PDPC Data Protection Programme RequirementS.f--\ BitCyber

/ Securing Your Business

Data Protection Management Data Breach Management Training and Communications

1. Appoint a DPO and business 1. Establish a data breach 1. Develop a staff training and

contact information is made

available to the public

. Identify risks and gaps using
PDPA Assessment Tool for
Organisations (PATO)

. Develop a Data Protection (DP)
Policy

. Embed data protection as part
of corporate governance and
establish a reporting structure

for data protection matters

. Embed regular monitoring and
reporting mechanisms within

Enterprise Risk Management

(ERM) Framework

. Document data assets and flows

using a Data Inventory Map

management team

2. Develop a complaint handling

procedure

3. Develop a 4-step action plan for

data breach response (using

C.A.R.E model)

communications plan

. Mandate all staff to complete

the PDPA E-Learning

Programme

. Identify key personnel to attend

the 2 PDPC courses if they do
not possess any prior data
protection certifications listed in
the DPO Competency
Framework and Training

Roadmap

BitCyber All Rights Reserved



Meeting PDPC Data Protection Programme RequirementS.f--\ BitCyber

/ Securing Your Business

Data Protection Management Data Breach Management Training and Communications

1. Appoint a DPO and business
contact information is made

available to the public

1. Establish a data breach

management team

1. Develop a staff training and

communications plan

2. Develo

2. Identify risks and gaps using proced
PDPA Assessment Tool for

Organisations (PATO) 3. Develo

data b

3. Develop a Data Protection (DP)
Policy

4. Embed data protection as part

How do you determine your Data Privacy
Risk Exposure?

How are you going to continuously
monitor and report your Risk Posture in
your ERM Framework? 1

of corporate governance and

establish a reporting structure

Framework and Training

Roadmap

for data protection matters

5. Embed regular monitoring and
reporting mechanisms within
Enterprise Risk Management

(ERM) Framework

6. Document data assets and flows

using a Data Inventory Map

How are you going to identify all your
Data Assets and Flows to develop
your Inventory Map?

How do you ensure data is flowing to
authorised users?

BitCyber All Rights Reserved
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Data Protection Solution Suite

Protecting Protecting Data Privacy
Unstructured Structured Risk
Data Data Assessment

Protecting
Endpoints

: Discover Regulated and
Anti-Malware

Protect Applications and

Sensitive Data across all
workstations

Data Discovery and Risk

Databases

Analysis

Endpoint Detection and
Response PDPA, GDPR, HIPAA, PCI,

PI| Role Based Access Controls

Document Data Assets and

Host Intrusion Prevention Flow

System

Quantify Risk Exposure Multi-Factor Authentication

Ransomware Mitigation . -
Risk Mitigation Strategy

Mitigate Risk with Encryption
of Sensitive Files

Data Masking, Tokenisation,

Patch Management Encryption, Reveal Controls

Map and Track Data Assets Monitor Access and Data Executive Report

Email Security and Flows Flow

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



Jum, BitCyber

Data Protection Solution Suite N seuingYour Business
: Protecting Protecting Data Privacy
E:%tegmg Unstructured Structured Risk
P Data Data Assessment

Data Discovery and Risk

Analysis

Document Data Assets and

T s 6 Actifile emamori.io _

Bitdefender

Risk Mitigation Strategy

Executive Report

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved
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Improving Your Security Posture

CISOaaS Testing

Cyber ReS”iency Red Teaming

Governance & Policy Vulnerability
Assessments
Security Architecture
Penetration Testing
Review & Remediate

! e Code Review
Business Continuity

Advisory Support Performance Testing

Proprietary & Confidential

Jum, BitCyber
\

,"./ Securing Your Business
o—e g

Risk &
Compliance

Security
Skills

Board/CXO
Readiness

IT & Privacy Audit

Risk & Compliance OIS ATEIENEEE

Certifications
Data Protection

Threat Modelling
Deep Cyber Skills

Security Risk

Monitoring Cyber War Games

Copyright 2020 - 2022 © BitCyber All Rights Reserved



Improving Your Security Posture

CISOaaS Testing

Red Teaming

Vulnerability

Assessments
Penetration Testing

Code Review

Cyber Resiliency

Governance & Policy
Security Architecture
Review & Remediate

Business Continuity

Performance Testing

Advisory Support

Risk &
Compliance

IT & Privacv Audit

0

INITON O wUIlI IPIIMI ve

Certifications

Th&ng

foreseeti

TERBIUM LABS

Proprietary & Confidential

Jum, BitCyber

\.,‘_'../ Securing Your Business

Security
Skills

Jum, BitCyber
\.‘_'./ Academy

HumanFirewall

INFOSEC IQ
INFOSEC Skills

Jid\, BitCyber
\.‘_'./ Academy
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. . . Jum, BitCyber
Managing Your Security Environment W/ ccuing vour usinss

Managed Monitoring Incident Tech
XEDR Services Response  Support

Bitdefender Ultra

Heterogenous Log

Forensic Investigation

Monitoring Standard Support

Threat Detection

Threat Detection Evidence Gathering

Respond & Remediation
Premium Support

Threat Analytics o
Remediation

Threat Hunting

Malware Analysis

Web Defacement 24/7 Help Desk

] P Reportin
Network Analytics Monitoring O

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



. . . Jum, BitCyber
Managing Your Security Environment W/ scring vour usiness

Managed Monitoring Incident Tech
XEDR Services Response  Support

Forensic Investigation

a Evidence Gathering
/-;ﬁ- '.‘

Bitdefender elastic stack memediation

Standard Support

Premium Support

. 24/7 Help Desk
Reporting

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



Introducing

Protecting Your Endpoints

Bitdefender




Bitdefender Ultra with XEDR Jud\, BitCyber

\,"../ Securing Your Business

Bl el o # 100% Coverage of all General, Techniques & Tactics
Tl i RS M =< MITRE ATT&CK — Apr 2020 T
: e = Bitdefender 100%
Palo Alto Networks 95% .
’ - Bitdefend
2 Itderender
| smpcion o |
© Trend Micro 89%
VMware / Carbon Black 84%
@
0 e ° ° 1 1
CrowdStrike 9% Highest Number Of Total Detections
MITRE ATT&CK - Apr 2021
: © e (O S 9% Bitdefender 366
Attack Forensics with MITRE Tagging Symantec 74% Microsoft 356
- ee s B - McAfee 68% Trend Micro 338
Activity o ¥ Microsoft 68% Palo Alto Networks 335
o e 0 Kaspersky 53% SentinelOne 333
1 ir.:.u\v.n}h(gl::ledaua:?w;u—mxs 2 Q e
2. Usseopenthe emedstachment i ReaQta 53% Cybereason 302
23uly 2021 1
L : paccast 17t () Symantec 282
sreessmmaanoonmess @ FORRESTER VMware / Carbon Black 278
" ng The Forrester Wave: Enterprise Detection & Response, Q1 2020
o e ) ) McAfee 274
R R A Bitdefender is the biggest EDR
- am (= I o , _ CrowdStrike 231
vendor you haven't considered
s i ReaQta 220
but should have.”
Cross Endpoint Event Correlation Sophos | 157

Proprietary & Confidential
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Introducing RACT

Protecting Unstructured Data
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Data Risk Assessment & Monitoring Dashboard

DEVICE RISK

n 1

Risk report EXCEL Risk report PDF
Total Risk
Sensitive Data and Business Apps
Risk Reduction
Protected By Actifile Encryptior
Residual Risk
Show: 1 Month

DATA RISK, PARKED LIABILITY

usD
$ 136,295

Sensitive Files Report

$136,295

$0 (0%)

$136,295 (100%)

APPLICATION RISK

USD
$0

Remediation Activities

Data Dreakdown

Risk
736

by status

ACTIVITY LOG

-

Devices Status

Jum, BitCyber

W sccuri i
g f Securing Your Business

Data value based on:

Ponem=n

INSTITUTE
and industry averages

AActifiIe

Proprietary & Confidential
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. . . /ih\ BltCybeP
Data Risk Assessment & Monitoring Dashboard N7 securing vou usins

Data value based on:

Ponem=n
INSTITUTE
DEVICE RISK DATA RISK. PARKED LIABILITY and industry averages APPL

Monitor and Generate
Reports to Enterprise
Risk Management
1 Framework

295

|dentify all sensitive data
and Risk Exposure

Risk report EXCEL Risk report PDF Sensitive Files Report

Total Risk $136,295 Remediation Activities
Sensitive Data and Business Apps Data breakdown by status
Risk Reduction $0 (0%) m— O
Protected By Actifile Encryption (]
Risk
. . 736
Residual Risk

$136,295 (100%)

Proprietary & Confidentia
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Jum, BitCyber

Data Protectlon \.‘_’./ Securing Your Business
Data value based on:
Ponem=n
DEVICE RISK DATA RISK, PARKED LIABILITY INSTITUTE APPL

and industry averages

UusD
1 $ 136,295
|dentify all sensitive data
and Risk Exposure
Risk report EXCEL Risk report PDF Sensitive Files Report
- Encrypt sensitive data
Total Risk :
. o $136,295 Rem and reduce Risk
Sensitive Data and Business Apps
Exposure

Risk Reduction $131,395

Protected By Actifile Encryption (9 6.40 D,-"’G]

Residual Risk $4 900 (3.60%)

Proprietary & Confidentia Copyright 2020 - 2022 © BitCyber All Rights Reserved




Compliance Profile

Q Compliance Profile

Regulation

PII

_ PCl

n GDPR
-

nipaa  HIPAA
(7 KVKK  KVKK

Malaysian
L5)  PDPA

Singapore
PDPA

@ CMMC

On/Off

OFF

Jum, BitCyber

Regulated & Sensitive PIl Data based on

PDPA, GDPR, HIPAA, PCI, CMMC and _
other International Standards

\.‘_’./ Securing Your Business

DESCITPTOTT

Personal Identity Information

Payment Card Industry

General Data Praotection Regulation

Health Insurance Portability and Accountability Act

Kisisel Verileri Koruma Kurumu

Malaysian Personal Data Protection Act

Singapore Personal Data Protection Act

Cybersecurity Maturity Model Certification

Region

< Australia < Canada ~ Switzerland Clear
< New Zealand = Philippines < Singapore
< United Kingdom < United States of America

< Malaysia

Global

Europe

United States of America

Turkey

Malaysia

Singapore

United States of America

Proprietary & Confidential
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ldentify Data Assets / Files Classification O scungvour s

Risk Portal JEDEIERSGIGITEM Deployment  Settings  Partner Portal ~ Search... Q ‘ Greg v

GW-TEST2 > @& Data Explorer > Data Explorer

Download Paypal aug 2010.csv uploaded from GREGW-LAPTOP o} Search Categories v

[ XLS W% 3
ﬁj—ﬁ Last modified: 13 Dec 2012 12:09:22 PM
oy

Sensitive Files

B ocen - mc 196) B Locon - visa (222) | @ Pl - Email List (3657)

__ v Sensitive
D History  Show Duplicates '} Analytics €% Copy Path  « Show in Folder

Non Sensitive

Download Paypal aug 2010.csv upldaded from GREGW-LAPTOP Clear

[ xLs 3
=1 Last modified: 13 Dec 2012 12:08:05 F )
"’11;'] Content Filters

B ocen-mc(196) B Locon -visa (222) @ PI' - Email List (3657)

Australia - Bank State Branc... (11)

"D History  Show Duplicates  §f§ Analytics €1 Copy Path < Show in Folder
Australia - Business Numb... (367)
Australia - Driver's License (42)
Search by Classification to Australia - Tax File Number (13)
Identify Sensitive Files | Credit Card - MasterCardiNew) 2)

Credit Card - Visa(New) (3)

6 IBAN - Europe (2

Proprietary & Confidentia Copyright 2020 - 2022 © BitCyber All Rights Reserved




.{ﬁ_i'_\. BitCyber

,"/ Securing Your Business
o—e g

Data Encryption

& Data Risk
Encrypt regulated/sensitive data to reduce
risk with a click

Sensitive Files

Classification Actions Sensitive Records Risk in USD Countries Regulali
Credit Card - Visa(New) a L [ on | 3 445 $ 44,500 PCI
Credit Card - MasterCard(New) a E [ on | 2 392 $ 39,200 PC
PIl - Email List a B [ on | 296 32775 $ 32,775
Australia - Business Number (ABN) a B [ on | 367 746 $ 14,920 PCI
Australia - Tax File Number a E [ on | 13 174 $3.480 Pl
Australia - Driver's License a B [ on | 42 48 $ 960
Australia - Bank State Branch (BSB) a B [ on | 11 21 $420
BAN - Europe a B [ on | 2 2 $ 40
Total: 736 34603 $ 136,295

Non Sensitive Files
Classification Actions Sensitive Files Records Risk in USD Countries Regulati

ActiTile Proprietary & Confidentia Copyright 2020 - 2022 © BitCyber All Rights Reserved




. Juw, BitCyber
D at a E n C ry pt I O n \.‘_'-./ Securing Your Business

Encrypt regulated/sensitive data to reduce
risk with a click

Classification ‘ Actions  RISKInUSD Countries Regulation
Credit Card - Visa(New) a [ S44s00 PCI
Credit Card - MasterCara(New) 8 B 339,200 PCl
PIl - Email List g | 532775 PIl|
ustralia - Business Number (ABN a F $ 14,920 Australia Pl

(P

Australia - Tax File Numbes . ' 5 3,480 Australis

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



Juw\, BitCyber

Device Level Risk View O scuing Yo bsivs

G dysir B Data Explorer  Deployment  Settings Search.. Q ‘ Admin ~

# Risk Portal * Device Risk

: Search ldentify who holds the largest risk ldentify who sent which files and when
Devices User Name Online State Sensitive files Shared Nervices Outbound
i i\t Active 1 &
s Active 112 4 6
L P e Active 245 TEQD22 1923 Q
{R e AR Active 219 2512 221 W 7
o B i e Active 1.95 2067 100 L4 160
EREa gy Active 1.03 El 78 W 53
RN S A (g Active 1.87 3377 39 v 23
FRAN DRI R S Active 1.8 1046 5 v 10

Proprietary & Confidentia Copyright 2020 - 2022 © BitCyber All Rights Reserved




/ih\ BltGybeP

Audit Log and Flow of All Regulated Data N/ secin Your s

Risk Portal Data Explorer  Deployment  Settings Search... Q ‘ Admin v

# Risk Portal > Application Risk

& Application Risk

ldentify inbound and outbound data
by web applications

Add System

Favarites All Search:

WEB APPLICATIONS

Process Name Action Sensitive Devices Files in Files o Risk in USD Sensitive Last Action
employers.indeed.com + a B OFF 2 119 1 0 13 Feb 2020
Canwva.com + a B OFF 3 39 53 £0 62 20 Mar 2020
allergandirect.com " a B OFF 1 21 0 £0 0 19 Feb 2020
provider. hintrnd.com + a B OFF 1 1" 3 £0 0 22 Aug 2019
google.com + a B OFF 4 7 5 $0 9 16 Mar 2020

Proprietary & Confidentia Copyright 2020 - 2022 © BitCyber All Rights Reserved



, Data value based on:

Risk by Classification and Value “Ponemsn
and industry averages

Classification Files Records Risk in USD

Credit Card - Visa(New) 3 445 $ 44,500
Credit Card - MasterCard(New) 2 392 $ 39,200
Pll - Email List 373 35115 $ 35,115
Australia - Business Number (ABN) 385 780 % 15,600
Australia - Tax File Number 16 326 $ 6,520
Australia - Driver's License 46 108 £ 2,160
Australia - Bank State Branch (BSB) 13 23 $ 460
Acrobat 15 15 $0
Microsoft Outlook 12 12 $0

AActifiIe

Total:

Proprietary & Confidential

865

37216

$ 143,555

Copyright 2020 - 2022 © BitCyber All Rights Reserved
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Securing Your Business

Introducing omamori.io

Protecting Structured Data

Proprietary & Confidential Copyright 2020 - 2022 © BitCyber All Rights Reserved



Data Privacy & Access Controls

Application Proxy

Database Proxy

Jum, BitCyber
\

,"./ Securing Your Business
o—e g

emamori.io

Public Access Controls

public
network

application infrastructure

mamori.io services

control server types :
- SOAP
directory service XML RPC
REST
maskin olicies
E performance :
- achieved via proxy

allocation

application or
web client

mamori.io
mobile app

* privacy policy requests
" request endorsement

load balancer

Role Based
Access Controls

Policy &

Workflow Driven

Ia mamori.io

AL =F-Toi (0]
Authentication

corporate
wide area network

corporate
private network

mamori.io server
unique 2F cloud, Idap, AD

directory login

corporate staff

unique 2F
directory login

partners & clients
not in corporate active directory

mamori.io
mobile app

* multi-factor database login
" access & policy requests
* request endorsement

mamori directory
service
2F service
EEE=E & [ty access databases
po“Cy service in a local network
inavpc
network gateway . vu: el
via a ssh tun

database proxy ports open

identity restricted to
permitted database(s)

Single Sign On

Proprietary & Confidential

corporate directory user
integration directories

SSH, RDP,
HTTP/S, SOAP,
REST

public corporate corporate
network dmz network
mamori.io server
2 i no need ta configure
wireguard activate network ‘ o P,
‘ key based secure login VR T O dat?%lace server(s)

user connections

unique 2F directory login

mamori.io
mobile app

* multi-factor database connection
* access & licy requests
request endorsement

Data Masking,
Encryption &
Reveal Controls

mamori directory user
service directories

2F service

access & privacy
policy service

access databases
in a local network
inavpe
viaa vpn
via a ssh tunnel

network gateway

only wireguard port open

Monitor and
Audit Tralls

Copyright 2020 - 2022 © BitCyber All Rights Reserved
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\"/ Securing Your Business

How can we help you?

" . | Identify Sensitive
Data Privacy |-+ 2529408 [T =1 Data and Risk

R . k A I . Risk Reduction $2,484.615 Exposure
I S n a yS I S Protected By Actifile Encryption (98.23% \ Encrypted
Residual Risk $44,793 (1.77%) N *l-
What is your Risk . —
Exposure? Encrypt Sensitive
oy Data to Reduce
3 x Summary Reports - Risk Exposure

of Risks, Data Assets Built In Regulatory Templates:

2 Flows PDPA, GDPR, HIPAA, PCI | .

= And many more International
& Actifile standards to identify regulated

Continually
Monitor & Report
Risk Exposure

5-10 days monitoring
& 1 day review and sensitive data assets
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How can we help you?

Lansitive
X

Data Privacy [~
Risk Analysis ==

Complimentary
Analysis for
ASPRI members _

bitcyber.com.sg/dataprotection

3 x Summary Reports .
of Risks, Data Assets
& Flows [

S &lctifile And many more International
5-10 days monitoring standards to identify regulated
& 1 day review and sensitive data assets

Continually
Monitor & Report
Risk Exposure
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Scope and Deliverables of Data Risk Analysis OV st vou s

Regulatory
Frameworks: CMMC,
GLBA, HIPAA,
FINRA, PDPA

|dentify

Sector: FSI,
Healthcare, Gov,
Contractors

Data Type: PII, ePHI, Regions: USA, EU,

Requirements & CUI, etc Asia, Singapore

Profile of Clients

Determine sensitive
data assets,
applications and
device risks

Free Consulting
Free Analysis on up 5 session to gather and
to 5 machines (TBD) define compliance
profile

Purpose is to have Determine sensitive
Full Visibility into ed data problem within
Data Privacy Risks organisation

Select sensitive data Generate 3 Executive Deploy Actifile to
Generate Application classifications and 5 S 5 Summary Reports support Data
Risk Events applications to week tg ;Sséﬁ‘r?gSh nsk over the week and Protection

monitor Review with Clients Programme

Monitor for over a
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